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Virtualization Mode Switcher —
cneundpukKaLma n Kop,

Cratyc: peanusoBaHo. B okHe — cTpaHuua WSL U VM —> HYPER-V . Pewaet koHAnKT «Hyper-
V/WSL2 3abupaet VT-x — cTopoHHsAaA bbicTpas VM (VMware/ VirtualBox/amynatopbl) gerpaganpyeT nam

He cTapTyeT», 1 0bpaTHbIA Cayyain.

XaHp — governance, He debloat: TonbKO AOKyMEHTUPOBaHHbIE MexaHn3Mmbl ( bededit , DISM
Optional Features, Win32_DeviceGuard ), backup BCD nepea mytauuen, confirm yepes  kind:

dangerous , o6s3aTenbHbIn reboot B nore.

MexaHn3mbl noa KanoTom

e  bcdedit /set hypervisorlaunchtype Auto | Off — rpy3uts au runepemsop Windows Ha
ctapTte. Off — ctopoHHue VM Ha nonHon ckopocti, Ho WSL2/Hyper-V/ Sandbox mepTBblI. | Auto

— HaobopoT.

e DISM Optional Features: Microsoft-Hyper-V-All , VirtualMachinePlatform ,
HypervisorPlatform (Windows Hypervisor Platform — API ans cocyuiecTBOBaHWSA CTOPOHHMX
VM c Hyper-V), | Containers-DisposableClientVM (Windows Sandbox), | Microsoft—Windows-—
Subsystem-Linux |
e VBS / Core Isolation (HVCI) / Credential Guard ( Win32_DeviceGuard ) — TOXe NOAHUMAIOT
rmnepsun3op u eaat VT-x. TONbKO AnarHOCTMKa: cTaTyc 0bbAcHAeT «noyeMy VM TOpMO3unT gaxe

npw hypervisorlaunchtype Off». Mogynb 1x He Bbik1tOUaeT (3TO OTAE/NbHbIV Security-JOMeH).

NHBapuaHTbl

e Kaxgas mytaums: bcdedit /export 63kan B| backup\virtualization\ + reboot-dnar B nore.

Bce id yHwuKanbHbl No cMbicny. Cekuma | id: virtualization .

service: | oguMH —| system_core.services.devops_tools:virtualization_switch ,

avcneTyepmusauyma no parameters.mode .

YAML: 2 npob6ena Ha ypOBEeHb.
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Manundecr

BctaBuTb HOBLIN top-level group B | config/tool_manifest.yaml HenocpeacTBEHHO nepej,
id: hosts (10 ecTb cpa3y nocne 6n10ka wsl ). Otctynbl kaky wsl (- id Ha 2 npobenax, children

Ha 6).
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- id: virtualization
title: "Virtualization"
title_ru: "Buptyanusauyma"
description: "Switch the Windows hypervisor mode so Hyper-V/WSL2/Sandbox and
third-party VMs (VMware/VirtualBox) do not fight over VT-x."
description_ru: "Mepeknw4yeHue pemxuma runepsusopa Windows, 4To6b Hyper-—
V/WSL2/Sandbox u cTopoHHue VM (VMware/VirtualBox) He KoHpnukTOoBanu 3a VT-x."
children:
- id: virt_status
title: "Virtualization status"
title_ru: "CraTtyc BupTyanusauyum"
description: "Show hypervisorlaunchtype, Hyper-V/VMPlatform/WHP/Sandbox/WSL
feature state, VBS/Core Isolation, and the interpreted current mode."
description_ru: "MokasaTtb hypervisorlaunchtype, cocTtosHue ¢guy Hyper-
V/VMPlatform/WHP/Sandbox/WSL, VBS/Core Isolation M MHTepnpeTUpOBaHHbIN TeKywui pemum."
service: "system_core.services.devops_tools:virtualization_switch"
kind: "safe"
risk_level: "readonly"
parameters:
mode: "status"
- id: virt_mode_hyperv
title: "Mode: Hyper-V / WSL2"
title_ru: "Pemum: Hyper-V / WSL2"
description: "Set hypervisorlaunchtype=Auto and enable
VirtualMachinePlatform. Hyper-V/WSL2/Sandbox work; third-party VMs run only via WHP
or fail. Backup: backup\\virtualization. Needs reboot."
description_ru: "hypervisorlaunchtype=Auto u BKn4yeHue
VirtualMachinePlatform. 3apa6oTawT Hyper-V/WSL2/Sandbox; cTopoHHue VM — ToNnbKO 4epes
WHP unu He cTapTywT. Backup: backup\\virtualization. HymeH reboot."
service: "system_core.services.devops_tools:virtualization_switch"
kind: "dangerous"
risk_level: "system_change"
parameters:
mode: "mode_hyperv"
- id: virt_mode_thirdparty
title: "Mode: Third-party fast"
title_ru: "Pemwum: CTopoHHue VM (6bicTpo)"
description: "Set hypervisorlaunchtype=0ff. VMware/VirtualBox run at full
speed; WSL2/Hyper-V/Sandbox stop until you switch back. If VBS/Core Isolation is on,
VT-x can still be held. Backup: backup\\virtualization. Needs reboot."
description_ru: "hypervisorlaunchtype=0ff. VMware/VirtualBox Ha nosnHoii

ckopocTu; WSL2/Hyper-V/Sandbox nepecTaHyT paboTaTb [0 o6paTHOro nepeknwyeHus. MMpu
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BKMY4EHHOM VBS/Core Isolation VT-x BCE paBHO MoMeT 6biTb 3aHAT. Backup:
backup\\virtualization. HymeH reboot."
service: "system_core.services.devops_tools:virtualization_switch"
kind: "dangerous"
risk_level: "system_change"
parameters:
mode: "mode_thirdparty"
- id: virt_mode_coexist
title: "Mode: Coexist (WHP)"
title_ru: "Pemwum: CocyuecTtBoBaHue (WHP)"
description: "Keep hypervisorlaunchtype=Auto and enable Windows Hypervisor
Platform + VirtualMachinePlatform so modern VMware/VirtualBox run alongside Hyper-
V/WSL2 (slower). Backup: backup\\virtualization. Needs reboot."
description_ru: "hypervisorlaunchtype=Auto + Bknw4yeHune Windows Hypervisor
Platform u VirtualMachinePlatform, 4To6bl coBpemeHHbie VMware/VirtualBox pa6oTanu pspom
c Hyper-V/WSL2 (mepneHHee). Backup: backup\\virtualization. HymeH reboot."
service: "system_core.services.devops_tools:virtualization_switch"
kind: "dangerous"
risk_level: "system_change"
parameters:
mode: "mode_coexist"
- id: virt_hyperv_enable
title: "Enable Hyper-V"
title_ru: "Bkawuyntb Hyper-V"
description: "Enable Microsoft-Hyper-V-All (Hyper-V Manager + platform) and
set hypervisorlaunchtype=Auto. Backup: backup\\virtualization. Needs reboot."
description_ru: "BknwuuTb Microsoft-Hyper-V-All (Hyper-V Manager + nnaTdopma)
u hypervisorlaunchtype=Auto. Backup: backup\\virtualization. HyxeH reboot."
service: "system_core.services.devops_tools:virtualization_switch"
kind: "dangerous"
risk_level: "system_change"
parameters:
mode: "hyperv_enable"
- id: virt_hyperv_disable
title: "Disable Hyper-V"
title_ru: "Beikmwuntb Hyper-V"
description: "Disable Microsoft-Hyper-V-All. To give third-party VMs full
speed also use Mode: Third-party fast (hypervisorlaunchtype=0ff). Backup:
backup\\virtualization. Needs reboot."
description_ru: "BbiknwyuTb Microsoft—Hyper-V-All. [ns nonHoi CKOPOCTM
cTopoHHMX VM Takie npumeHute Pemum: CTtopoHHue VM (hypervisorlaunchtype=0ff). Backup:
backup\\virtualization. HyweH reboot."

service: "system_core.services.devops_tools:virtualization_switch"
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kind: "dangerous"
risk_level: "system_change"
parameters:
mode: "hyperv_disable"
- id: virt_sandbox_enable
title: "Enable Windows Sandbox"
title_ru: "Bknwyutb Windows Sandbox"
description: "Enable Containers-DisposableClientVM (Windows Sandbox).
Requires the hypervisor (Hyper-V/WSL2 mode). Backup: backup\\virtualization. Needs
reboot."
description_ru: "BknwuuTb Containers-DisposableClientVM (Windows Sandbox).
TpebyeT BKNWYEHHbI runepBusop (pemum Hyper-V/WSL2). Backup: backup\\virtualization.
HyxeH reboot."
service: "system_core.services.devops_tools:virtualization_switch"
kind: "dangerous"
risk_level: "system_change"
parameters:
mode: "sandbox_enable"
- id: virt_sandbox_disable
title: "Disable Windows Sandbox"
title_ru: "Bbikmwuntb Windows Sandbox"
description: "Disable Containers-DisposableClientVM (Windows Sandbox).
Backup: backup\\virtualization. Needs reboot."
description_ru: "BbiknwuuTb Containers-DisposableClientVM (Windows Sandbox).
Backup: backup\\virtualization. HymeH reboot."
service: "system_core.services.devops_tools:virtualization_switch"
kind: "dangerous"
risk_level: "system_change"
parameters:

mode: "sandbox_disable"

CepBuc

[ob6aBunTb B | system_core/services/devops_tools.py (module-level, pagom ¢ WSL- dyHKLMAMM
— Hanpumep cpasy nocsie wsl_register_all_vhdx ). Vicnosnb3yert yxe cywecTByroLme xeanepsl

run_ps_command ,  ps_quote , JobContext , Path .
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_VIRTUALIZATION_STATUS_PS = pr"""
$ErrorActionPreference = 'Continue'

$PSNativeCommandUseErrorActionPreference = $false

$isAdmin = ([Security.Principal.WindowsPrincipall
[Security.Principal.WindowsIdentity]: :GetCurrent()).IsInRole([Security.Principal.Wind
owsBuiltInRole]: :Administrator)

Write-Host "Administrator: $isAdmin"

Write-Host '

Write-Host '=== Hypervisor launch type (bcdedit) ==='
$hltLine = (& bcdedit /enum '{current}' 2>$null | Select-String -Pattern
'hypervisorlaunchtype')
if ($hltLine) {
$hlt = ($hltLine.Line.Trim() -split '\s+')[-1]
} else {
$hlt = 'Auto’
Write-Host '(hypervisorlaunchtype not explicitly set; default is Auto on Hyper-V-

capable systems)'

}

Write-Host "hypervisorlaunchtype: $hlt"
Write-Host ''

Write-Host '=== Optional features ==='

if ($isAdmin) {
$features = @(
'Microsoft-Hyper-V-All',
'VirtualMachinePlatform',
'HypervisorPlatform',
'Microsoft-Windows—Subsystem-Linux',
'Containers-DisposableClientVM'
)
$rows = foreach ($f in $features) {
try {
Get-WindowsOptionalFeature -Online -FeatureName $f -ErrorAction Stop | Select-
Object FeatureName, State
} catch {
[pscustomobject]@{ FeatureName = $f; State = 'NotPresent/Unknown' }

3
$rows | Format-Table FeatureName, State —AutoSize | Out-String -Width 200

} else {
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Write-Host 'Feature table needs Administrator rights; skipped.'

}

Write-Host '

Write-Host '=== Virtualization-based security (VBS / Core Isolation) ==='
try {

$dg = Get-CimInstance -Namespace 'root\Microsoft\Windows\DeviceGuard' -ClassName
Win32_DeviceGuard -ErrorAction Stop

$running = @($dg.SecurityServicesRunning)

$vbs = switch ($dg.VirtualizationBasedSecurityStatus) { 0 { 'Off' } 1 {
'Configured' } 2 { 'Running' } default { 'Unknown' } }

Write-Host "VBS status: $vbs"

Write-Host ("HVCI (Memory Integrity) running: " + $(if ($running -contains 2) {
'Yes' } else { 'No' }))

Write-Host ("Credential Guard running: " + $(if ($running -contains 1) { 'Yes' }
else { '"No' 1))
} catch {
Write-Host "VBS query failed: $($_.Exception.Message)"
}
Write-Host "'
Write-Host '=== Interpreted mode ==='

if ($hlt -ieq 'OfF') {

Write-Host 'Mode: THIRD-PARTY FAST. Hyper-V/WSL2/Sandbox are OFF; VMware/VirtualBox
run at full speed.'

Write-Host 'Note: if VBS/Core Isolation is Running, the hypervisor may still hold
VT-x. Disable Core Isolation for true full speed.'
} else {

Write-Host 'Mode: HYPER-V / WSL2. The Windows hypervisor owns VT-x; third-party VMs
run only via Windows Hypervisor Platform (slower) or fail.'
}

exit 0

def virtualization_switch(context: JobContext) —> dict[str, object]:
params = context.operation.parameters

mode = str(params.get("mode") or "status").strip().lower()

if mode == "status":
run_ps_command(context, _VIRTUALIZATION_STATUS_PS, check=False,
progress_seconds=60.0)

return {"mode": mode}
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backup_dir = context.paths.root / "backup" / "virtualization"

backup_dir.mkdir(parents=True, exist_ok=True)

steps: list[str] = []
if mode == "mode_hyperv":
context.log("Switching to Hyper-V / WSL2 mode (hypervisor ON).")
steps += [
"& bcdedit /set hypervisorlaunchtype Auto | Out-Host",
"dism.exe /online /enable—feature /featurename:VirtualMachinePlatform
/all /norestart",
]
elif mode == "mode_thirdparty":
context.log("Switching to third-party fast mode (hypervisor OFF). WSL2/Hyper-
V/Sandbox will stop until you switch back.")
steps += [
"S bcdedit /set hypervisorlaunchtype Off | Out-Host",
]
elif mode == "mode_coexist":
context.log("Enabling coexistence: Windows Hypervisor Platform ON, hypervisor
ON (third-party VMs run alongside Hyper-V, slower).")
steps += [
"§ bededit /set hypervisorlaunchtype Auto | Out-Host",
"dism.exe /online /enable-—feature /featurename:HypervisorPlatform /all
/norestart",
"dism.exe /online /enable—feature /featurename:VirtualMachinePlatform
/all /norestart",
1
elif mode == "hyperv_enable":
context.log("Enabling Hyper-V (Microsoft-Hyper-V-Al1).")
steps += [
"dism.exe /online /enable—feature /featurename:Microsoft-Hyper-V-All /all
/norestart",
"& bcdedit /set hypervisorlaunchtype Auto | Out-Host",
]
elif mode == "hyperv_disable":
context.log("Disabling Hyper-V (Microsoft-Hyper-vV-All).")
steps += [
"dism.exe /online /disable-feature /featurename:Microsoft-Hyper-V-All
/norestart",
]
elif mode == "sandbox_enable":

context.log("Enabling Windows Sandbox (Containers-DisposableClientVM).")
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steps += [
"dism.exe /online /enable-feature /featurename:Containers-
DisposableClientVM /all /norestart",
]

elif mode == "sandbox_disable":

context.log("Disabling Windows Sandbox (Containers-DisposableClientVM).")

steps += [
"dism.exe /online /disable-feature /featurename:Containers-—
DisposableClientVM /norestart",
]
else:

raise RuntimeError(f"Unsupported virtualization mode: {mode}")

prologue = "\n".join(
[
"$ErrorActionPreference = 'Stop'",
"$PSNativeCommandUseErrorActionPreference = $false",
f"$BackupDir = {ps_quote(backup_dir)}",
"New-Item -ItemType Directory -Force -Path $BackupDir | Out-Null",
"$Stamp = Get-Date —Format 'yyyyMMdd_HHmmss'",

f"$BcdBackup = Join-Path $BackupDir ('bcd_before_{mode}_' + $Stamp +

' .bed')",
"§ bededit /export $BcdBackup | Out-Host",
"Write-Host ('BCD backup: ' + $BcdBackup)",
"Write-Host ''",
]
)
epilogue = "\n".join(
[
"Write-Host ''",

"Write-Host 'Done. A reboot is REQUIRED before the new virtualization

mode is active.'",
]
)
script = prologue + "\n" + "\n".join(steps) + "\n" + epilogue
run_ps_command(context, script, progress_seconds=300.0, elevated=True)

return {"mode": mode, "reboot_required": True}
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NMpoBepka nocne npaBkKun

runtime\python.exe -m py_compile system_core\services\devops_tools.py
runtime\python.exe -m pytest —q

install\verify_portable_env.cmd

PyuHol 06xoa;

e CTpaHwuua HYPER-V ctouT B pasgene WSL W VM nocne ctpaHuy WSL;

e CraTtyc BupTyanusaumu nevyataet hypervisorlaunchtype, Tabanuy éuny, VBS/Core Isolation n
NHTEPNPETVPOBaHHbIN PEXUM;
e |Pemum: CtopoHHue VM v | Pewum: Hyper-V / WSL2 nokasbiBaroT confirm-nialuky, cosaaror

backup\virtualization\bcd_before_*.bcd u nuwyt «reboot REQUIRED>;

® ocne peanbHOro nepekatoyeHuns + reboot — wsl --status un ctopoHHasa VM BeayT cebs

COr1acHO BbIBPaHHOMY peXxXMMY.

3amMeTKun

e VBS/Core Isolation mogynb TONbKO agnarHocTupyeT. Ecam nonb3oBaTesb XanyeTca Ha MeA/IeHHYHO
VM npwu | hypervisorlaunchtype=0ff — cTaTyc NnoAckaxeT, YTO BUHOBAT BKAHOUEHHBIN Core

Isolation; ero Bblk/ItOUEHME OCTAETCSA PYYHbIM/OTAENBHbBIM.

e TeKCTbl NOATBEPXKAEHNA OTAENBHO MPABUTb HE HY>XHO: 0bwwmi confirm +  description_ru yXe

HecyT NpesynpexaeHne «4To OTBaANTCSA» U NPo reboot.

AppoH: Optimization status
(readonly)

CraTtyc: peanm3oBaHo noBepx rortoBon virtualization_switch . JnarHoctnyeckas komaHga «Bcé

B OA4HOM»: UyTo MewaeT VM/WSL paboTaTb ObICTpO. TONbKO YTEHWUE, HONb MyTaL WA,

MaHundecr

Leaf HaxogmnTca B cekymm | virtualization , cpasy nocne  virt_status :
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- id: virt_optimization_status

title: "Optimization status"

title_ru: "CraTtyc onTumusauun"

description: "Read-only check of what slows VM/WSL: Core Isolation/VBS,
active power plan, Defender exclusions for WSL/VM paths, .wslconfig presence and WSL
VHDX placement."

description_ru: "Tonbko 4yTeHue: 4yTo Topmo3uT VM/WSL — Core Isolation/VBS,
aKTUBHbIN MnaH nutaHus, Defender-ucknwyenus ana nyteit WSL/VM, Hanuume .wslconfig u rpe
nexat WSL VHDX."

service: "system_core.services.devops_tools:virtualization_switch"

kind: "safe"

risk_level: "readonly"

parameters:

mode: "optimization_status"

CepBuc

B | virtualization_switch , cpa3y nocne Betku if mode == "status": (g0 6n0ka c backup/
MyTaLMAMM) HaXOAUTCA BeTKa Huxe. Vicnonb3yeT cyLecTByrOLWMA xennep

wsl_registered_vhdx_paths .

[
if mode == "optimization_status":
run_ps_command(context, _VIRTUALIZATION_OPTIMIZATION_PS, check=False,
progress_seconds=90.0)
try:
vhdx = wsl_registered_vhdx_paths(context.paths.root)
except Exception:
vhdx = {}
context.log("")
context.log("=== WSL VHDX placement ===")
if vhdx:
for path, name in vhdx.items():
context.log(f"{name}: {path}")
context.log("Tip: keep VHDX on a fast NVMe drive; a slow/system drive
throttles WSL I0.")
else:
context.log("No registered WSL VHDX paths found.")

return {"mode": mode}

\

W pagom ¢ | _VIRTUALIZATION_STATUS_PS A#06aBWTb KOHCTaHTY:
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_VIRTUALIZATION_OPTIMIZATION_PS = """

$ErrorActionPreference = 'Continue’
Write-Host '=== Core Isolation / VBS (VM speed) ==='
try {

$dg = Get-CimInstance -Namespace 'root\Microsoft\Windows\DeviceGuard' -ClassName
Win32_DeviceGuard -ErrorAction Stop
$running = @($dg.SecurityServicesRunning)
if ($running -contains 2) {
Write-Host 'HVCI (Memory Integrity): ON -> adds VM overhead. Turn OFF for max
third-party VM speed (security tradeoff).'
} else {
Write-Host 'HVCI (Memory Integrity): OFF —> good for VM speed.'
}
Write-Host ("Credential Guard: " + $(if ($running -contains 1) { 'ON -> holds VT-x'
} else { 'OFF' }))

} catch {
Write-Host "VBS query failed: $($_.Exception.Message)"
}
Write-Host ''
Write-Host '=== Active power plan ==='

& powercfg /getactivescheme

Write-Host 'Tip: use High performance / Ultimate for heavy virtualization.'

Write-Host ''
Write-Host '=== Defender real-time exclusions ==='
try {
$ex = (Get-MpPreference).ExclusionPath
if ($ex) {
foreach ($p in $ex) { Write-Host (" " + $p) }
} else {

Write-Host ' (none) -> consider excluding WSL VHDX and VM disk folders for IO
speed (security tradeoff).'

}
} catch {
Write-Host ' Get-MpPreference unavailable (no Defender or insufficient rights).'
}
Write-Host "'
Write-Host '=== .wslconfig ==='

$cfg = Join-Path $env:USERPROFILE '.wslconfig'
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if (Test-Path -LiteralPath $cfg) {
Write-Host ("Found: " + $cfg)
Get-Content -LiteralPath $cfg | ForEach-Object { Write-Host (" " + $_) }
} else {
Write-Host ' Not found -> create %UserProfile%\.wslconfig to cap RAM/CPU and
enable sparseVhd / nestedVirtualization.'
3

exit 0

NMpoBepka

runtime\python.exe -m py_compile system_core\services\devops_tools.py

devops_cli.cmd run —--operation virt_optimization_status
e WSL W VM -> HYPER-V -> Crtatyc onTumusauumn nedataeT 5 610ko. (Core Isolation, power

plan, Defender exclusions, .wslconfig, VHDX placement) c tip-cTpokamu;

e KOMaHga safe/readonly , 6e3 confirm n 6e3 N3MeHeHU CUCTEMBI.
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